
HOW TO ADD PERMISSIONS 
& DATA ACCESS



Step 1: On the left sidebar, navigate to User Management > Roles and Permissions.
Step 2: On the top right corner, click the “Add Roles” button.
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Step 3:  In the pop-up form, provide the following 
information:

● Role Name—Enter the name of the role you want 
to assign.

● Data Access Level—Select the appropriate level 
of access for this role

Note: You can always edit the role later if you 
forget something or need to make changes. 
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Step 3: On the left sidebar, navigate to User Management > Roles and Permissions.
Step 4: Select the “shield icon” and “edit icon” to update the permissions and data access.
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Step 3: You can then modify their access rights by enabling or disabling the 
following permissions: Create, Read, Update, Delete, Import, and Export.
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Step 4: Select Data Access

Choose the appropriate Data Access 
Level for the user. There are four 
options:

1. Organization-wide – User has 
access to data from all branches 
or selected branches.

2. Branch – The user can only view 
and access data from the branch 
they are assigned/tag to.

3. Department – User can access data 
only within their assigned 
department.

4. Personal – User can access only 
their own records.

Note:
Data access works together with the 
permissions you assign. A user will 
only see or manage data based on both 
their permissions and data access 
level.
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Step 1: In User Management, go to Users and filter the status to Active.
Step 2: Find the employee whose permissions or data access you want to update, then click 
either the Shield Icon (Permissions) or Edit Details.
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Note:

If you use User Permissions, this allows employees with the same role to have different 
permissions and data access. This setting is fully dynamic and customizable based on your 
requirements.


